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Facts & figures 
• Google (Android market) and Apple (App Store) 

– 500K+ apps 

– Billions of downloads 

• Juniper Networks research: 

– Mobile payments will triple in value by 2015  

• $670 billion (up from $240 billion last year) 

– Android malware up 400% first six months of 2011 



Examples (The old)  
• Cabir (2004) 

– First computer worm capable of infecting mobile phones? 

– Was targeted at devices running Symbian OS 

– Hijacked the phone’s user interface 

 

• iKee (2009) 

– Targeted “Jail broken” iPhones 

– Compromised phones through default SSH password (alpine) 

– Turned the phone into both a bot and a botmaster. 

– Changed the wallpaper to an image of the 80’s singer Rick Astley 

– Written as an experiment  





Examples (The new) 
• RootSmart (2012) 

– Utilizes the GingerBreak Root Exploit  

• Android devices with version less than 2.3.4 and 3.0 

– Does not include the root exploit inside the app! 

– Hides in an Android app named com.google.android.smart  

– Has the same icon as Android system setting app 

– Connects to a C&C server & sends various info to the server 

– Used to perform various tasks (e.g new outgoing calls) 





Examples 
• Android Counterclank (2012) 

 

http://www.symantec.com/connect/blogs/androidcounterclank-found-official-android-market 



Detection 
• Static Analysis 

– Hard to detect unknown malware 

– No access to real-time data or control flow 

 

• Dynamic Analysis 

– Need for more computing power 

– Detects unknown malware where signatures do not yet exist 

– Very low false-positive rate 

 

 



Detection in a dream world… 
• Perform static analysis checks when a new 

software is installed 

• Be able to send identifying information about an 

application to a cloud-based dynamic analysis 

service. 

• Dynamic Analysis of Malware as a Service 

• Not available… YET 

 



Mobile Drive-bys 
• Until now, mobile malware attacks relied on the 

user to download and install them. 

• Automated exploits when a user visits a web site. 

• How well do you trust these sources? 



Good Practice 
• Only download apps from a recognized source 

– Android Market / Apple Store 

• Check reviews, ratings, and developer information 

• Check the app permissions the app 

• Always be alert for unusual behavior ! 

• Be up-2-date 

• Use a trusted A/V 



In Short 

• Facts & figures 

– The threat is real 

– Constant malware increase 

• Examples 

– All users should think before 

installing apps 

– Cabir = Symbian 

– iKee = iPhone 

– RootSmart = Android 

 

 

 

• Detection 

– Dynamic Analysis in A/V would 

provide added security 

• Mobile drive-by 

– You don’t need to install apps 

to be hit by malware 

• Good practice 

– Be alert 

 

 



Verið velkomin í bás 

Þekkingar hf. 


