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Uncomfortable truths of 

security 

The Blue Pill 
 

Continue on with life 

 

Not question apparent 

reality 

 

But always knowing 

there was something 

else... 

The Red Pill 
 

Step into an uncertain 

future  

 

Uncomfortable and worrying 

 

But having a true view of 

reality... 



Uncomfortable truth #1 

Security is not binary or black&white 

 

 

Security is not a point, but a vector 

 

 

Security is a moving target (XXX 

discuss) 



Uncomfortable truth #2 

 

 

 

 

 

 

There are no absolute security 

solutions 

Nothing you buy will make         

 you 100% secure 



Uncomfortable truth #3 

 

 

 

 

 

Insecurity is a profitable, 

growing industry 

Attackers invest more in 

insecurity than you invest in 

defense 



Understanding a real-world 

attack 
Bug seen exploited in the wild in 

December 2012 

 Hacked the Council of Foreign Affairs 

 

Fully patched Windows 7 

 Internet Explorer 8.0 

 Java 1.6 

 DEP Memory Protection 

 

We will demonstrate and explain our 

exploit 

 

CVE-2012-4792 



DEMO 

 

Observe the effort 

that          the 

attackers put in 



Under the hood 
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CVE-2012-4792 

Analogy 

8256443 



 

c7316931c9dead07beef013
ac978f3ff196569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
dead07beef013ac978f3ff19
6569ba83144cc4401018971
c7316931c9dead07beef013
ac978f3ff196569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
16931c9dead07beef013ac9
78f3ff196569ba83144cc440
dead07beef013ac978f3ff19
dead07beef013ac978f3ff19
6569ba83144cc4401018971
c7316931c9dead07beef013
ac978f3ff196569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
badc0dedead07beef013ac9
78f3ff19dead07beef013ac9
78f3ff196569ba83144cc440
1018971c7316931c9dead07
beef013ac978f3ff196569ba
83144cc4401018971c73169
31c9dead07beef013ac978f3
ff19656dead07beef013ac97
8f3ff196569ba83144cc4401
018971c7316569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
16931cad07beef013ac978f3
ff196569ba83144cc44eef01
3ac978f3ff196569ba83144c
c4401018971c7316931c9de
ad07beef013ac978f3ff1965 

Computer 

memory 

used by the system 

0c0c0c0c 

0x0c0c0c0c 

system trusts  

the reference 

therefore, system executes 



c7316931c9dead07beef013
ac978f3ff196569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
dead07beef013ac978f3ff19
6569ba83144cc4401018971
c7316931c9dead07beef013
ac978f3ff196569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
16931c9dead07beef013ac9
78f3ff196569ba83144cc440
dead07beef013ac978f3ff19
dead07beef013ac978f3ff19
6569ba83144cc4401018971
c7316931c9dead07beef013
ac978f3ff196569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
badc0dedead07beef013ac9
78f3ff19dead07beef013ac9
78f3ff196569ba83144cc440
1018971c7316931c9dead07
beef013ac978f3ff196569ba
83144cc4401018971c73169
31c9dead07beef013ac978f3
ff19656dead07beef013ac97
8f3ff196569ba83144cc4401
018971c7316569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
16931cad07beef013ac978f3
ff196569ba83144cc44eef01
3ac978f3ff196569ba83144c
c4401018971c7316931c9de
ad07beef013ac978f3ff1965 

Computer 

memory 

ff19656dead07beef013ac97
8f3ff196569ba83144cc4401
018971c7316569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
16931cad07beef013ac978f3
ff196569ba83144cc44eef01
3ac978f3ff196569ba83144c
c4401018971c7316931c9de
ad07beef013ac978f3ff1965 

c7316931c9dead07beef013
ac978f3ff196569ba83144cc
4401018971c7316931c9dea
d07beef013ac978f3ff19656
9ba83144cc4401018971c73
dead07c0ded13ac978f3ff19
6569ba83144cc4401018971
c7316931c9dead07beef013
ac978f3ff196569ba83144cc
4401018971c7316931c9dea 

d07beef013ac978f3ff18f3f
f196569ba831018971c731
6569ba83144cc44010189
71c7316931c9dead07beef
01dead07c0ded13ac3ff19

6569ba83144cbadc0de 

Data Execution 

Prevention 

d07beef013ac978f3ff18f3f
f196569ba831018971c731
6569ba83144cc44010189
71c7316931c9dead07beef
01dead07c0ded13ac3ff19

6569ba83144cbadc0de 

Defeated by Return-Oriented Programming 
(ROP) 

ROP exploit 

relies 

entirely on 

existing 

code! 

0x0c0c0c0c 



 

Exploit 

that 

defeats 

modern 

defenses 



Online crime is an 

enterprise 
 Found the 

original bug 

by fuzzing 

Wrote a 

proof-of-

concept 

exploit 

Wrote a 

DEP-

resistant 

exploit  

Weaponized 

the exploit 

Created 

post-

exploitati

on 

framework 

Sponsored 

the 

attacks  

Administer

ed 

deployment 



But don‘t we have defenses? 

Attackers invest significant time 

and effort to circumvent common 

defenses 

 

Silver-bullet defenses are sold 

but under-deliver when used in 

real-world scenarios 

 

Good example of security solution 

trends: Anti-Virus 



Example: Anti-virus 

solutions 
Overemphasized 

 >1/3 of security budget spent on A/V* 

Overrated 

 Stops 5% of new viruses, 1.5-4 weeks 

reaction time* 

 Race to zero contest: Bypassing 10 A/Vs 

in 6 hours* 

Overly general 

 Negligible protection against targeted 

attacks 

 

*2012, Imperva Hacker Intelligence Initiative, Report #14 

“Red Pill” Mindset: 

Do you understand what your   

security solutions can and 

cannot do? 



 

How much do I 

spend on defense X 

? 

How much does an 

attacker have to 

spend to bypass 

defense X ? 

How much is 

defense X actually 

worth to me ? 

What is bypassing 

defense X worth to 

an attacker ? 



When investing your security 

budget 



Takeaways 

 

All defenses 

have 

limitations 

Attackers invest 

systematically 

in defeating 

defenses 

Thinking 

offensively helps 

valuate defensive 

investments 



 


