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Check out the following link:





Memory  Memory Dump



Accounts

Groups

Processes

Network Activity
 Connections

 Resolver cache

 Arp cache





Logs

Windows Explorer









Static Analysis

Dynamic Analysis

Sandbox
Virtualization PROs

Virtualization CONs













Log manipulations
Erasing logs

Playing with data

Dual booting
Absent data

Modification of the files
File metadata

NTFS journal

Deleting files

Dirty Games









Backup and Recovery

Keeping logs intact

Logging



https://www.flickr.com/photos/turkguy19/1019279760/ 







Keep the data safe

Start the investigation

Analyze collected data

Search for correlations

Automate reactions


